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TCP/IP Stack

Dominios:
www.google.com

HTTE, SMTP, FTP, S5H,

Application ONS, ..

porta: .88, 443... Transport TCP, UDP

Endereco de I
193.204.80.23

IP, IEMP, ...
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Demo: Servidor de tempo em 18
linhas em ruby



http://

(e https.//)



st







Request:

GET /user?id=3 HTTP/1.1
Host: www.simplesite.com

Response:

HTTP/1.1 200 OK

Host: www.simplesite.com

Content-type: text/html; charset=UTF-8
Connection: close

<html><body><p>Hello World!</p></body></html> c:



DEMO:

curl -v http://www.google.com.br/



Um pouco mais sobre HTML

<html>
<head>
<title>Some Site</title>
<script>console.log(‘example javascript!’)</script>
</head>
<body>
<hl>Hello World!</hl>
<p>This 1is an example site.</p>
</body>
</html>



Um pouco mais sobre HTML

<html>
<head>
<title>Some Site</title>
<script>console.log(‘example javascript!’)</script>
</head>
<body>
<hl>Hello World!</hl>
<p>This 1is an example site.</p>
</body>
</html>



HTML nao e uma linguagem de
programacao completa.

Solucao? JavaSscript!



<script>run js()</script>

<script src=http://xss.rocks/xss.js></script>
<body onload=run js() />

<img src=’javascript:run js()’ />

<img onmouseover=run js() />

<img src=’'/idontexist.jpg’ onerror=run js() />



Nao ha nada de errado ter varios
metodos de invocar javascript.

.50 quando as pessoas programam
seus sites errado.



XSS: Cross site scripting



Programas mal feitos nao escapam input do
usuario

(Nnunca confie no usuario!



_ase 1.

w3schools.cc

THE WORLD'S LARGEST WEB DEVELOPER SITE




<form action="<?php ?>" method="POST">
Name: <input type="text" name="name" />
Age: <input type="text" name="age" />
<input type="submit" />
</form>
<p>
<?php
1f( || ) A

echo "Welcome ". . "<br />";

echo "You are ". . " years old.

}

?>
</p>

"w.



<form action="<?php ?>" method="POST">
Name: <input type="text" name="name" />
Age: <input type="text" name="age" />
<input type="submit" />
</form>
<p>
<?php
1f( || ) A
echo "Welcome ". $ REQUEST['name']. "<br />";
echo "You are ". $ REQUEST['age']. " years old.";
}
0>
</p>



como esta:

echo "Welcome ". $ REQUEST['name']. "<br />";

como deveria ser:

echo "Welcome " .htmlspecialchars (S REQUEST['name'], ENT QUOTES, 'UTF-8');
."<br />n;



Demo:

http.//linux.ime.usp.br/~-razgrizone/sandbox/Xss.php






WWW.Ms.gov.br/”s=abacate

<input type="text" name="s" value="abacate" placeholder="Digite um termo

para pesquisar...">



WWww.ms.gov.br/2s=">

<input type="text" name="s" value="&quot;&gt;" placeholder="Digite um termo

para pesquisar...">



WWww.ms.gov.br/2s=">

<input type="text" name="s" value=""> " placeholder="Digite um termo para

pesquisar...">



Reflected XSS



pedido malicioso

resposta quebrada







Stored XSS






0O servidor armazena o XSS!
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—ase 3. Tweetdeck
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<script
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Conclusao



Nunca confie no input do usuario.



Obrigado!



