—

WIi-Fi, Pt. 2
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Cenario:
Usuario com poderes de editar

0 roteador




Mas como?




RAcesso Fisico => Game Over
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Sem acesso fisico?

Sem problemal




TP-LINKC

Status

- Basic Settings -
Quick Setup
WPS

Network Firmware Version: 4.19.47 Build 120516 Rel.37372n
Wireless

- Advanced Settings —
DHCP
Forwarding
Security

Hardware Version: WR720N 1.0 00000000

Parental Control

Access Control

Static Routing

IP QoS

IP & MAC Binding

MAC Address:
IP Address:
Subnet Mask:

00-0A-EB-01-50-40
192.168.0.1
255.255.255.0




admin, admin.
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Como inserir alguem no meio..

M uma comunicacao wireless?







malicioso!




Mas o que da pra fazer?
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P Frame 1 (42 bytes on wire, 42 bytes captured)
P Ethernet II, Src: Vmware_38:eb:0e (00:0c:29:38:eb:0e), Dst: Broadcast (ff:ff:ff:ff

P Address Resolution Protocol (request)

0000
0010
0020

etho: <live capture in progress= Fil...

ff ff ff ff ff ff 00 oc
08 00 06 04 00 01 00 Oc
00 00 00 00 00 00 cO a8

39 02

29 38 eb Oe 08 06 00 01
29 38 eb Oe cO a8 39 80

Packets: 445 Displayed: 445 Marked: 0

Protocol
ArF

ARP

Info

WU 11dS 192, 1U0. L. 209!

TELL 192,100, 1.0

192.168.1.254 i1s at 00:90:d0:08:35:4f

Standard query A www.google.com {
Standard query response CNAME www.l.google.com A 66.102.9.99
62216 > http [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=2

http > 62216 [SYN, ACK] Seq=0 Ack=1 Win=5720 Len=0 MSS=1430 |
62216 > http [ACK] Seq=1 Ack=1 Win=65780 Len=0

GET /complete/search?hl=en&client=suggest&js=true&g=m&cp=1 H

62216 > http
62218 > http
http > 62216
http > 62216
62216 > http

ht++n -~ &29210

[FIN,
[SYN]
[AcK]
[FIN,
[AcK]

[evn

ACK] Seq=805 Ack=1 Win=65780 Len=0
Seq=0 Win=8192 Len=0 MSS=1460 WS=2
Seq=1 Ack=805 Win=7360 Len=0
ACK] Seq=1 Ack=806 Win=7360 Len=0
Seq=806 Ack=2 Win=65780 Len=0

ACK] Can—0 Aclk—1 Wiz n—5720 | an—N McC—1420 V|7
»

Profile: Default




Case: USPnet

‘ SEM FlOl




verificar, clique agui.

Para informagdes sobre este servigo
acesse www.semfio.usp. br




Continue

Antes de continuar, verifique se esta
pagina esta assinada. Para saber como
verificar, clique agui.

Para informagdes sobre este servigo
acesse www.semfio.usp. br

(Ninguem nem
sabia o que isso
queria dizer)




1. Copiar a pagina de login da USPnet
2. Comegar um roteador no proprio computador

3. Esperar pessoas proximas a voce se

conectarem na USPnet
4. P97

5. Profit




Seria inutil se as pessoas
utilizassem senhas diferentes

em lugares diferentes




DNS Spoofing




DNS Spoofing

DONS: / web:
www.google.com 1n2.21.380.180:80

R o




DNS Spoofing

DNS: / web:
www.google.com 62.21.18.180.:80

R (servidor malicioso)




Configuracao automatica de
DNS pelo roteador







ARP Poisoning

(Address Resolution Protocol)




ARP

IP-1 MAC1
IP-2 MAC2
IP-3 MAC3




eth.addr==00:15:5d:00:05:06 && eth.addr==ff:ff:ff:ff:ff:ff Expression... Clear Apply Save XBOXHTTP traffice 106 retransmition SMB

_ Destination _ Protocol  Length  Time since previous TCP

Bytes in flight Info
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# Frame 58615: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
+ Ethernet II, Src: 172.20.0.31 (00:15:5d:00:05:06), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
# Address Resolution Protocol (request)

ff ff ff ff ff ff 00 15 00 05 06 08 06 00 01
08 00 06 04 00 01 00 15 00 05 06 ac 14 00 1f
00 00 00 00 00 00 ac 14 7a 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00

¥1 | File: "C:\Users\Public\Documents\Captures\... | Packets: 132597 - Displayed: 3937 (3.0%) - Loa... |Profile: Default
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Alguem sabe onde fica
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Conclusao:

como se defender de tudo isso?



Coloque uma senha de administrador boa no seu roteador.

Instale um verificador de ARP poisoning, como o ArpON

Tenha dupla certeza na Wi-Fi que voce esta conectando!

Configure voce mesmo o seu DNS.



Obrigado!



